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1
Decision/action requested

Approve the solutions in the companion documents S3-190693, S3-190694, S3-190695.
2
References

[1]
3GPP TS 23.502
3
Rationale

The Key issue “AMF Key separation” is dealing with some special scenarios, where a UE is switching between two Mutually Exclusive slices, e.g. Public Safety UE switching from on-duty mode (a dedicated slice) to an off-duty mode (another slice). 
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In order to avoid potential information leakage between slices due to the switching, it is desirable to separate target AMF keys from the source AMF keys. The following solutions are candidates that believed to serve the purpose, but with different pros and cons. 
3.1
Solution 0 (Baseline)

An AMF change in general (not limited to slice changes) is supported in R15 with procedures defined in TS23.502. When this AMF happens, the source AMF may derive a new AMF key for the target AMF, which may trigger a new run of Primary authentication. This new authentication run refreshes the whole key hierarchy and the source AMF will not be able to derive the target AMF keys. 
The main concern for the solution is the efficiency, i.e. another run of Primary authentication is required and HPLMN is involved for the roaming scenarios. The advantage is that no change to R15 is required. 
3.2
Solution 1 (Fast re-authitcation)
This concept of this solution is straightforward. In order to increase the efficiency of the Primary authentication in Solution 0, a fast re-authentication can be used instead of a full authentication since the main purpose here is to refresh AMF keys for slice changes. The UE and AUSF will store the respective keys and Extended Master Keys after an initial authentication procedure and derive the target AMF keys from them without incurring a fresh authentication procedure. 
This solution requires some additional message exchanges with HPLMN in the roaming scenarios. In terms of specification changes, fast reauthenticaiton procedure can be adapted to both EAP-AKA’ and 5G-AKA according to RFC 5448. More details are described in the the solution document S3-190693. 
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3.3
Solution 2 (Separated SEAF from AMF)
SEAF is the security anchor function that stores the keys for AMF key derivation. In R15, SEAF is co-llocated with AMF in the serving network (but not ruling out separate deployment in R16). If a SEAF can be located separatly from AMFs and serve both the source AMF and target AMF, it can derive and send to AMF the the target AMF keys when the AMF switch occurs without incurring a new authentication run. 
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In terms of specification changes, this solution requires separated locations of SEAF and AMF. For more description on the solution, please refer to the companion document S3-190694. 

3.4
Solution 3 (DH-based Kamf Forward Security)
Diffie-Hellman (DH) key exchange protocol is a popular and mature technique that can provide forward secrecy. It may be introduced and performed between the UE and the AMF at the serving networks during the AMF switching from one slice to another. Specifically the UE and the target AMF can run a DH procedure over the NAS-SMC procedure and generate a DH key, with which the target AMF and UE can derive a new AMF key. More details can be found in the companion document S3-190695.
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The advantage of this solution is the AMF/slice switching procedure is performed purely in the serving network. There is no need to exchange messages with HPLMN due to the slice switch. In addition. DH procedure is expected to be studied in R16 SID FS_AUTH_ENH, i.e. “Study on authentication enhancements in 5GS. If the DH procedure is adopted, it is naturally to extend the DH solution here to address the AMF key separatopm issue as well. 
4
Summary
Following points are summarized with respect to the solutions above: 
· All solutions address the key issue with higher efficiency than the base line (new authentication)

· Option 1 performs fast re-authentication (simple concept)
· Option 2 relies on SEAF to derive new AMF keys and has with least overhead compare to others (but SEAF and AMF need to be separated) 

· Option 3 is based on DH between UE and AMF, may be a natural choice if DH is concluded in study FS_AUTH_ENH

5
Detailed proposal

It is proposed to include all 3 solutions detailed in the companion document S3-190693, S3-190694, S3-190695, so that an informed decision can be made, taking into account pros and cons of different solutions. 
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